SUMITH KUMAR SINGH
DevOps Engineer  |  Web Developer  |  Cybersecurity Enthusiast
+91 8019723189   |   sj.sumithkumarsingh2626@gmail.com   |   Visakhapatnam 530011

PROFESSIONAL SUMMARY
B.Tech 3rd-year Computer Science student specializing in DevOps, Cloud Computing (AWS), Full-Stack Web Development, and Cybersecurity. Proficient in building and deploying scalable web applications using the MERN stack, automating infrastructure workflows, and securing cloud environments on AWS. Hands-on experience with DevOps practices including containerization (Docker, Kubernetes), IAM policy management, and CI/CD pipelines. Passionate about bridging the gap between development and operations while applying security-first principles across every layer of the stack. Actively expanding expertise in ethical hacking, vulnerability assessment, and modern DevSecOps methodologies.
EDUCATION
Bachelor of Technology – Computer Science & Engineering
Baba Institute of Technologies and Sciences, Visakhapatnam   |   Expected August 2027
TECHNICAL SKILLS
Cloud & Infrastructure:  AWS Cloud Security, Identity & Access Management (IAM), Docker, Kubernetes
Security Tools:  Wireshark, Burp Suite, Nmap, Kali Linux, SIEM Tools & Log Analysis
Networking:  Network Security, Firewall Configuration
Programming:  Java (OOP & Application Development), Bash, JavaScript
DevOps & CI/CD:  Git, GitHub, Docker, Kubernetes, Linux, Vercel, CI/CD Pipelines
Web Development:  React.js, Node.js, MongoDB, HTML5, CSS3, Tailwind CSS, Bootstrap
CERTIFICATIONS & ACHIEVEMENTS
Merit Recognition – Shield Protocol Hackathon   |   Supraja Technologies
1. Won CTF challenge demonstrating expertise in reconnaissance, problem-solving, and security fundamentals
1. Applied hands-on skills in ethical hacking, vulnerability identification, and exploit analysis
PROJECTS
Student Management System  |  Full-Stack Web Application
1. Comprehensive system for managing student records, enrollment, and academic information with secure authentication and role-based dashboards for Admin, Faculty, and Students.
1. Implemented RESTful APIs with Node.js and Express.js, integrated MongoDB for persistent data storage, and designed a responsive UI with React.js and Tailwind CSS for seamless cross-device experience.
1. Tech Stack: React.js | Node.js | MongoDB | Tailwind CSS  Live Demo  |  Repository
Price Drop Alert Tool  |  Real-Time Price Monitoring
1. Smart tool to monitor product prices across e-commerce platforms and deliver instant alerts when prices drop, helping users make timely purchasing decisions.
1. Integrated third-party price-tracking APIs to fetch live product data, built dynamic alert logic with JavaScript, and designed a clean Bootstrap UI for an intuitive user experience.
1. Tech Stack: React.js | APIs | JavaScript | Bootstrap  Live Demo  |  Repository
College Canteen Webpage  |  Static Website
1. Professional webpage showcasing canteen menu, pricing, and information with fully responsive design, built using core web technologies.
1. Focused on semantic HTML5 structure, CSS3 animations, and mobile-first design principles to deliver a smooth and accessible browsing experience for college students.
1. Tech Stack: HTML5 | CSS3 | JavaScript  Repository
Personal Portfolio Website
1. Developed a professional portfolio website to showcase cybersecurity interests, web development skills, projects, achievements, and career aspirations.
1. Built with modern web technologies, featuring a responsive layout, smooth animations, and sections for projects, skills, and contact — deployed on Vercel for fast global access.
1. Live at: sumith-kumar-singh-portfolio.vercel.app
LANGUAGES
Hindi – Native   |   Telugu – Advanced (C1)   |   English – Advanced (C1)   |   German – Elementary (A2)
ONLINE PROFILES
GitHub:     github.com/sumithkumarsingh2626
LinkedIn:   linkedin.com/in/sumith-kumar-singh-81773638b
Portfolio:  sumith-kumar-singh-portfolio.vercel.app
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